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1. Introduction

This is a user’s guide for CaoOPCUA that performs as a client application of CAO (Controller Access
Object).

CaoOPCUA is an OPCUA server that regards CAO module as a FA device, and provides various OPC UA
functions (OLE for Process Control Unified Architecture) to CAO module (Figure 1-1). Because CAO is a
module that enables communication between various FA devices, CaoOPCUA that is an application on the
upper layer of CAO can consequently connect with various FA devices.

In addition, because CaoOPCUA provides OPCUA server function, it can use commercial OPC UA client
software. It means CAO provider can be handled by the OPC UA client application as well as the CAO client

application; this will bring you the wide variety of system development.

Mainly composed of
SCADA applications

A

/ ™
CaoSQL OPC UA OPC UPnP CAO
client client client client client
CaoSQL This application CaoOPC CaoUPnP application

(OPC UA server)

CAO engine (ORiN)

Provider for Provider for Provider for Other providers
robots PLC NC

Figure 1-1 CAO application’s overview

ORIiN Forum DENSO WAVE Inc.
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2. Overview of CaoOPCUA

2.1. Overview
The figure below shows the composition of CaoOPCUA. CaoOPCUA is middleware that connects the

OPCUA client with CAO, and behaves as the OPCUA server that processes the request from OPCUA client
with CAO function. CaoOPCUA is an independent process (out process server) and it provides service to
multiple OPC UA clients.

Information that are provided by CaoOPCUA as OPC UA server and server motion option items need to be
set with a dedicated setting tool “CaoOPCUAConfig” beforehand.

This tool utilizes the CaoSQLConfig to set necessary parameters for the CaoController object, CaoVariable
object, and the CaoOPCUA motion option. Parameters and options that have been set by this tool are stored in
INI file and csq file, and will be referred at the CaoOPCUA startup.

/ OPC UA client

(o) (o] (o=

/\
OPC UA server CaoOPCUA N~ ]
refers at the INI il _
CaoOPCUA startup e L Parameter setting
service (for server R CaoOPCUA
~— setting) i Config
v
/\
v
v CSQ file
CAO (for item <
engine
setting)
v

[ Proveder A ] [ Proveder B ] [ Proveder C ] [ Proveder ]

Figure 2-1 CaoOPCUA diagram

ORIiN Forum DENSO WAVE Inc.
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2.2. Node ID
CaoOPCUA uses the node ID to uniquely identify the item.

The node ID consists of the following elements.

Namespace index . | Defines the namespace for node IDs. In CaoOPCUA, in order of
controller name,
- Serial number starting from 4 (CaoOPCUA version 1.1.7 or
lower)
- Serial number starting from 5 (CaoOPCUA version 1.2.0 or
higher)
Will be allocated.

Identifier type . | The data type of the identifier is fixed to a character string.

Identifier .| 1t will be the item name.

2.3. Access path
CaoOPCUA supports AccessPath for compatibility with OPC. For AccessPath, the fixed "OPCUA.CAQ"

and the controller name (CaoOPCUA controller name)® set by the CaoOPCUAConfig tool are used.
AccessPath = OPCUA.CAOQ / <CaoOPCUA controller name>

! Note that it is not the Controller Name (Cao controller name).

ORIiN Forum DENSO WAVE Inc.
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3. CaoOPCUA Server

This chapter explains the necessary procedures to install CaoOPCUA server into your PC.

3.1. Startup of CaoOPCUA server
This section explains the process of the CaoOPCUA server startup.

3.1.1. License key registration
Register the license key of CaoOPCUA server.

D Start CaoOPCUAConfig.

@ From the Menu bar, point to [Help], select [License]

@ On the displayed dialog, click [Add]

@ Enter the license key on the displayed dialog, and then click [OK] to close the dialog.

(® Check that the entered license key is displayed on the dialog, and then click [OK] to close the dialog.

License Manager

License List

License ey Motes

<Tl._ B FeeteS e i D

Delete Add

Figure 3-1 License key

ORIiN Forum DENSO WAVE Inc.
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3.1.2. CaoOPCUA server setting

Set the CaoOPCUA server.

This section explains the minimally required setting for the startup. For details, refer to 4.CacOPCUAConfig.
@ Start CaoOPCUAConfig
@ From the Menu bar, point to [Action], click [Option] to open OPC UA tab.

?‘ Cao30lConfig [OPC UA] - noname

. Setlings
General | Log| APT| RaC OPCUA |
Fart Murmber : 5
890 :I mited
LRL |0|Jc.tcp:,I',I'RC-SG'T'ZUV1491XB:4890,I'CaDOPCUP.
Lagon setking
|v Enable Anorymous logon I—
|w Enable UsernarmePassword logon
Username : [OPCUALser 4
Password @ [Fekeeke
PKI
Rebuilding
oK | Cancel |
‘ @engine | 30 ] (D teer
] ]

Figure 3-2 CaoOPCUAConfig

@ Create PKI (Public Key Infrastructure)
Click [Rebuilding] button.

ORIiN Forum DENSO WAVE Inc.
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@  Folders are created as shown below, at the same time, necessary files are created in each folder.

% certs = E

File Edit Wiew Favorites Tools  Help

@ Back - \_/] ? /..-\J Search

Address | [T Dn¥User¥Settings¥PkI¥staredcart s

Folders

[£3) System Volume Information
= & User
[T Projects
= T3 Settings
fil DataStore
ﬁ OpencCY
=l [ PKI
= I3 stare
=yl
Cl private
[C3) rejected_certificates
[C3) request
= £ UserCertificates
I certs
S
1) private
1) rejected_certificates
15 request
=) Temp

I

-

[+] . Go
e
cert_client.der 0|

DER File
1KB

cert_client.perm
PEM Filz
4 KB

cert_client_self_signed.der
DER Filz
1 KB

cert_client_self_signed.pem
PEM Fil=
4 KB

cert_serverZ.der
DER Filz
1 KB

cerk_serverz.pem
PEM File
ZKB

cert_server.der ™
e ]

Figure 3-3 PKI (Public Key Infrastructure) folder

® Click [OK] to close the setting dialog.

3.1.3. Controller and Variable settings

@ Add a controller and variables

Since the way of adding the controller and variables differs between ORIN providers, this example assumes

that the RC8 is used. Do the following procedures with making reference to your provider’s user’s guide by

replacing the controller and variables written here with the actual ones.
(1) From the Menu bar, point to [Edit], select [AddController]
(2) Enter arbitrary controller name. In this example, “OPCUAServer” is entered.
(3) From the Provider Name combo box, select [CaoProv.DENAQO.RC8]

ORIN Forum

DENSO WAVE Inc.
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(4) Inthe Option textbox, enter [Server = 127.0.0.1]

?‘ CaosQl Config [OPC UA] - noname

File Edit Action Help

HE2 XD E ||»

ﬁ Ergire

|3y OPCUAServer

Descripkion @

Sampling Rate ;
Thread Priority
Tirme Starnp :
Startup @

Auko Histary
Wrike to Cache

Scripk

95; Engine

ntroller Mame
Provider Mame
Machine :

Opkion :

|OPCUAServer

|CaoPrav. DENSO.RCE -]

|Server=127.0.0.1

Ll L

| Details... |

Controller 3

CPCUASErver

1 a

Figure 3-4 Controller setting

(5) From the Menu bar, point to [Edit], click [AddItem]

ORIN Forum

DENSO WAVE Inc.
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(6) In the Variable Name textbox, enter [@CURRENT_ANGLE]. From the Class combo box, select

[Robot class]. In the Object name textbox, enter [Arm1]. From the Attribute combo box, select [Read
Only].

?‘ CaosQl Config [OPC UA] - noname

File Edit Action Help

HE2 XD E ||»

ﬁ Engine

- [C3) OPCUAServer W Enabled J@CURRENT_ANGLE
| @CURRENT_ANGLE r

: |@CURREMT _ANGLE
0|
Class : |Robot Class ﬂ

Object Name : |Arml

Description : [+ |

: |Read only

Lirk tar Tkerm : J
Initidlize : [ | | J
Foree ko change | J
Auto History : [
onchange event: [ Details...
& Engine | ) Contraller | ._j Item
OPCUAServer @CRREMT_AMNGLI 1 1

Figure 3-5 Item setting

(7) Click [Details...]

ORIiN Forum DENSO WAVE Inc.
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(8) From the Misc. pane, on the Data Type combo box, select [VT_R-8bytes floating-point type]

?‘ CaoSal Config [OPC UA] - noname

B ttem Details [DPCUAServer - @CURRENT_ANGLE] 2
Data Filkering Allowed Value
Deadband : [ | - Min-Max-Step @ | | -
Min-Max [ | - List: |
Chattering : | li Default value : |
Enable YT_EMPTY : [
Draka Conversion Misc.
Masking : [ | Data @3 ~ D
Bco: [ BLOE: 0 |
Calculation : | J | EU Uniit ;||
|(NOP) ﬂ | Cormpare Arrays r
Request Type (R [ | J Extract Linking : |
Request Type (W) [ | J Linked Property | J
[
| fﬁ; Engine | |5 Controller | 3 Item
OPCUAServer @CRREMT_AMNGLI 1 1

Figure 3-6 Item Details

(9) Click [OK] to close the Item Details dialog.
@ From the Menu bar, point to [File], select [SaveAs]
(@ Save the setting in arbitrary location with an arbitrary name.
(In this example, C:¥Documents and Settings¥All Users¥Application Data¥OPCUA¥CaoOPCUA.csq.)
Note: To set items for DENSO RC8 Robot controller, save the file as CaoOPCUA.csq, and then sent it to
RC8 with WINCAPSIII.

ORIiN Forum DENSO WAVE Inc.
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3.1.4. CaoOPCUA server registration and startup
Register and start the CaoOPCUA server as a service.

@ From the Menu bar of CaoOPCUAConfig, point to [Action], select [Register as service]

@ On the CaoSQL Config dialog shown below, click [OK] button

CaoS0L Config - |

Are pou sure bo regisgter CaodPCUA exe as a service?
! After regiztening it, all settings in the "[Action]-> [Option]" are
! initialized.

Figure 3-7 Service confirmation dialog

@ From the Menu bar, point to [Action], select [Service Start]
@ Close the CaoOPCUAConfig.

ORIN Forum

DENSO WAVE Inc.
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3.2. Connection from the OPCUA client to the CaoOPCUA server
This section explains how to connect to the CaoOPCUA server from a general OPCUA client.

3.2.1. UA Demo Client (manufactured by Softing)
This subsection explains how to connect the CaoOPCUA server with UA Demo Client (manufactured by
Softing).
@ Start “UA Demo Client”.
@ In the URL textbox, enter URL by following the format of “opc.tcp:/[Computer name]:[Port
number]/CaoOPCUA”, and then click [Connect].
Example) opc.tcp://192.168.100.100:4890/CacOPCUA

=y UA Demo Client EI@

File Task Discovery Help

opetep /A 192.168.100.100:4890/Cac0PCUA

00:00:00

Figure 3-8 Adding URL and Establish connection

ORIiN Forum DENSO WAVE Inc.
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@ Once the following dialog is displayed, select [None] from both Security Mode and Security Policy combo
boxes, and then click [OK] to close the dialog.

=y Server Configuration E@
Sezzion Settines
Seszion Mame MySession 1
Endpoint Information
Protocol Iupc.tcp [re—-09plms 34 12£:4 200 vJ
Security Mode lNone vJ
Security Policy lNu:une "J
Meszage Encoding IElinary "J
futhentication Settines
User Ientity IF\nu:unymu:uus [Anony mous_Polic: vI
zer Mame
Pazzword
Configuration options are up to date.
Refresh Cancel

Figure 3-9 Server setting

ORIiN Forum DENSO WAVE Inc.
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@ If the following dialog is displayed, click [Yes (Y)] to close the dialog.
*This warning is displayed when the certificate of the server application is not registered in the client
application certificate trust list. To avoid displaying this message, add the certificate of the server

application to the client application certificate trust list.

Invalid Certificate - UA Demo Client 3

l Certificate could not be validated: BadCertificatelUntrusted
Subject: DC=RC-09PLMS34X1ZF, CN=0RIN2 OpclUa Server (self
signed), OU=DEV, O=DENS0 WAVE, S=AICHI, C=1P
Issuer: Self-signed
valid From: 2014/02/06 13:27:32
Valid To: 2015/02/06 13:27:32
Thumbprint: 7D39B0AAACS1CSCB6BO0B0O35FESICIBCD47ESADS

Accept anyways?

Yes () | | Mo (M) |

Figure 3-10 Warning message for invalid certificate

ORIiN Forum DENSO WAVE Inc.
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® If the connection is completed correctly, the following window is displayed.

=g UA Demo Client =N GRS
File Task Discovery Help

opctepu 1921681001 00:4890/Cao0PCUA - [None:Marne:Binary]] - I&I
..... 75 MySession 1 =% Objects

v’[g Server
-0 OPCUAGAD

(i)Create a subscription to see notifications

opc.tcp://192.168.100.100:4890/CacOPCUA (None) UABInary

Figure 3-11 Connection completed

©® Expand [OPCUA.CAQ] - [OPCUAServer], and then right-click [@CURRENT_ANGLE], select
[Subscribe] — [New...]
@ Inthe displayed dialog, click [OK].

ORIiN Forum DENSO WAVE Inc.
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The following dialog is displayed. You can check the variable value of [@CURRENT_ANGLE]

=g Subscription 1 - Data Changes == ==
Subscription  Window  Conditions

I Mame Class Mode ID Fath  Attribute  Ihdexes Encoding  Mode
<21 @GURREMT_AMGLE Wariable ne=dz=@CLURRENT_AMGLE Walue Reporting
< | m +
Item Variable Walue Statuz  Source Time  Server Time
<[] @CURREMT_AMNGLE {0 [45 |90 [0 [45 [0 [0 [0 Good  TRET4G70F 135146828

Publishing: Enabled Last Publish: 13:51:47 Last Message: 1

Figure 3-12 Variable values

ORIN Forum

DENSO WAVE Inc.
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3.2.2. Unified Automation “UaExpert”
This subsection explains the way of connection to the CaoOPCUA server by means of UaExpart
manufactured by Unified Automation.
D Start UaExpert
@ From the Menu bar, point to [Server], select [Add]
@ Double-click <Double click to Add Server...>

B Add Server @

Configuration Name

Dizcovery Advanced

» 13, Local
4 % Local Network
> & Microsoft Terminal Services
» &8 Microsoft Windows Network
» ¥ Web Client Network
4 g Custom Discy
< Double click to Add Server.. > \;
() Recenlly ooed

Authentication Settings

@  Anonymous

Username

Paszword Store

Certificate

Private Key

[T Connect Automatically

[ K ] [ Cancel

Figure 3-13 Adding server

@ In the text box of the displayed dialog, enter URL by following the format of “opc.tcp:/[Computer
name]:[Port number]/CaoOPCUA”, and then click [OK] to close the dialog.
Example) opc.tcp://192.168.100.100:4890/CacOPCUA

i enter Url @

Enter the Url of a computer with digscovery zervice runhing:

|ope tops// 192.168.100.100:4890/Gan0PCLIA| |

[ QK ][ Ciane| ]

Figure 3-14 Adding URL

ORIiN Forum DENSO WAVE Inc.
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® Select and double-click the server that has been added, double-click [ORiN2 OpcUa Server], and then
select [None-None].

14 Add Server R
Configuration Name ORiN2 Opcla Server - None — Mone

Dizcovery Advanced

Cig T T

| opc.tep://192.168.100.100:4850/Cac0OPCUA

) Basic256 - 5ign
( Basic128Rsalb - Sign & Encrypt e

- L ign & Encrypt
@ Mone - None

Authentication Settings

@  Anonymous

Username

Paszword Store

Certificate

Private Key

[T Connect Automatically

[ QK ][ Cancel ]

Figure 3-15 Server selection

©® Click [OK] to close the Add Server dialog.

(@ While the newly added server is selected, from the Menu bar, point to [Server], and then select [Connect].

ORIiN Forum DENSO WAVE Inc.
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Check an applicable option button, and then click [OK].
- Accept this certificate permanently
- Accept this certificate temporarily for this session
2XThis warning is displayed when the certificate of the server application is not registered in the client
application certificate trust list. To avoid displaying this message, add the certificate of the server

application to the client application certificate trust list.

B The certificate is self-signed, and is not found in the list of trusted certificates. =

(ry) Unable ta verity the identity of '"ORIN2 Opcla Server (zelf siened) as a trusted server.

I—J Pozzible reasons for this error:

» ‘Your client does not recognize the Gertificate Authority that izsued the site's

certificate.

» The server's certificate i= incomplete dus to a server misconfiguration

= ‘You are connected to a server pretending to be 'ORINZ Opclla Server (self signed)’,
pozzibly to obtain wour confidential information.

Please notify the server's administrator about this problem.
Before accepting this certificate, vou should examing this certificate carefully. fre vou

willing to accept this certificate for the purpose of identifving the OPC A Server 'ORIN2
Opcla Server (self signed)'?

View Certificate

Accept this certificate permanently

fccept this certificate temporarily for this zeszion

6] 4 Abort

Figure 3-16 Warning message for invalid certificate

©@ From the Address Space, point to [OPCUA.CAOQ], select [OPCUAServer]
Drag [@CURRENT_ANGLE] to [Default DA View]

ORIiN Forum DENSO WAVE Inc.
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@ The following dialog is displayed. You can check the variable value of [@CURRENT_ANGLE]

[ unified Automation UaExpert - The OPC Unified Architecture Client - NewProject*

File  Server

Document  Settings  Help

DePBE = WY B K|

Project I T e —— © |Atibutes 8 x
4 [ Project P Server Node 1d Display Name Value Datatype 3ur & (]
4 [ servers SaQRIN2 OpelUa— NS4|String| @~ GCURRENT_ANGLE {-0,2.746582 Double 16:30:56. Fhribute Value B
12y ORIN2 OpcUa Server + Nodeld Nodeld [
« [ Documents Namespacelndex 4
0 Default DA View IdentifierType String
Identifier @CURRENT_ANGLE
NodeClass Variable
Brauwcanizmea. 2 rmrioeenT ane T
< i ] v < i ] v
Address Space 8 x References 8 x
43 [No Hishlieht 4 [T &)@ Forrard -] o
(2 Root Reference Target DisplayName
4 [ Objects HasTypeDefin-- BaseDataVariableType
4 [ orcua.crO E
4 % OPCUAServer
> [@ @CURRENT AT
> & Server
> D Types = —
< | W 5
Log & x
8B
Timestamp Source Server Message |
2014/06/05 1~ Automatic Up. Error retrieving current version information: Connection timed out E
2014/06/05 1 DA Plugin ORINZ OpcUa-~ Ttem [NS4|String|@CURRENT_ANGLE]. /al=500, RevisedQueuest 1 [ret = Good]
2014/06/05 1 DA Plugin ORIN2 OpcUa-~ CreateMonitoreditems succeeded [ret = Good]
2014/06/05 1+ DA Plugin ORIN2 OpcUa-- Ttem [NS4|String|@CURRENT_ANGLE]: SamplingInterval=-1, QueueSize=1, DiscardOldest=1, ClientHandle=1
2014/06/05 1 DA Plugin ORIN2 OpcUa-- Created subscription for Serverld 0
2014/06/05 1- DA Plugin ORIN2 OpcUa-~ Revised values: LifeTimeCount=2400, MaxKeepAliveCount=10, Priority=0, PublishingInterval=500, Subscriptionld=4

Figure 3-17 UaExpert connection
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3.3. Details of CaoOPCUA
3.3.1. Application certificate

To start CaoOPCUA, application certificate and the private key file are required. These are stored in the
[certs] folder and the [private] folder in [¥PKI¥store] under the settings destination.

Certificate file is “cert_server self signed.der” under the [certs] folder.

Private Key file is “private_key server self signed.pem” under the [private] folder.
If these file do not exist, the service fails to start.
3.3.2. Security policy and Security mode
In CaoOPCUA, you can define and select the combination of the security policy and the security mode

depending on the security requirement.

3.3.2.1. Security policy
The security policy has following three levels.

Table 3-1 Security policy

None No security.

Basic128Rsal5 Deprecated. This feature is reserved for

compatibility.?

Basic256 Deprecated. This feature is reserved for

compatibility.?

Basic256Sha256 Average security.
Aes128Sha256RsaOaep | High security.
Aes256Sha256RsaPss Ultra high security.

2 Encryption algorithm is known to be broken. This policy shall not be used any more.
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3.3.2.2. Security mode
The security mode has following three levels.

Table 3-2 Security mode

None No security is set

Sign Message has a sign but is not encrypted

SignAndEncrypt Message has a sign and is encrypted

3.3.2.3. Available security combinations
The table below shows the available combinations between the security policy and the security mode in
CaoOPCUA.

Table 3-3 Available combination between security policy and security mode

Security policy Security mode
None None
Basic128Rsal5 Sign
Basic128Rsal5 SignAndEncrypt
Basic256 Sign

Basic256 SignAndEncrypt
Basic256Sha256 Sign
Basic256Sha256 SignAndEncrypt
Aes128Sha256RsaOaep | Sign
Aes128Sha256RsaOaep | SignAndEncrypt
Aes256Sha256RsaPss | Sign
Aes256Sha256RsaPss | SignAndEncrypt
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3.3.2.4. Certificate required for the connection with security

CaoOPCUA needs to be certificated by the certification when the connection is established with a security,
which means the condition that both the security level and the security policy are set to “None”. This can be
achieved by storing the certificate file of the client application in the [cert] folder in the PKI store
([¥PKI¥store] folder under the settings destination) on the CaoOPCUA server. This process enables you to
establish the connection with security.

For the connection settings, refer to the operation manual of the OPCUA client application that you use.
3.3.3. User authentication and authority

CaoOPCUA has following three types of user authentications. Based on the information of the user
authentication, CaoOPCUA provides appropriate authority to the connected user.

Table 3-4 User authentication and authority

Anonymous An authentication that does not require a user name, | Variable: Read only
authentication | password, certification or private key.

User name | Authentication with a user name and password Variable: Read/Write
authentication

Certificate Authentication with a certificate and private key Variable: Read/Write
authentication

3.3.3.1. Anonymous authentication
This is an anonymous user authentication. In CaoOPCUA, a user who logins with an anonymous

authentication can read the variable but cannot write in. This authentication requires no special setting.

3.3.3.2. User name Authentication
This is an authentication with a user name and password. In CaoOPCUA, a user who logins with the user
name authentication can read and write variables. A user name that has been registered in the server setting is

available in this step. For the connection settings, refer to the operation manual of the OPCUA client
application that you use.

3.3.3.3. Certificate Authentication

This is an authentication with a certificate and private key. In CaoOPCUA, a user who logins with the
certificate authentication can read and write variables.
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3.3.3.3.1. User certificate
To authenticate the certificate, you need to prepare a user certificate in the following steps.

@ With the client PC, prepare files for the x.509 certificate and the private key.

@ Save the x.509 certificate file in the user certificate store (“¥UserCertificate¥certs” in the settings
destination) under the CaoOPCUA server.

@ With the OPCUA client application, perform the certificate authentication, and then connect to the
server.
For the connection settings, refer to the operation manual of the OPCUA client application that you
use.
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4. CaoOPCUAConfig

4.1. Overview

CaoSQLConfig for CaoOPCUA (hereafter, CaoOPCUAConNfig) is a tool to set CaoOPCUA motion
parameters in machines, parameters required for creating CAO controller objects and CAO variable objects. To
activate CaoOPCUAConfig, add “OPCUA” in the argument of CaoSQLConfig (“CaoSQLComfig.exe
OPCUA”) when startup. Information specified here will be stored in a INI file and a csq file, and will be read
at the CaoOPCUA startup.

"'E."! CaosSQlConfig [OPC UA] - D:W=eriSettingsWOPCUAW a00PCUA c5q

File Edit Action Help
H2 L

B |21 OPCUAServer CanEnging
R @CURRENT_ANGLE

Location @ |localhost
Retry Count ¢ |0 I Unlimited
Retry Interval {ms) @ |3000

UPRP
Friendly Name |

[ e

Table Type : | J

Default Controller @ |OPCUASer\-’er ﬂ

@; Engine | 1= Controller | J Ttem.
OPCUAServer @CRREMT_AMNGLI 1 1

Figure 4-1 CaoOPCUAConfig window

4.2. How to operate CaoOPCUA Config
4.2.1. Tab input

CaoSQLConfig window is composed of two parts; the tree view on the left side and the tabs on the right
side. Tabs on the right side include information of the currently selected node on the tree. Selecting a desired
node from the tree view will display the corresponding tab. When the engine node is selected on the left side
pane, the information on the engine will be displayed on the right pane. Also, selecting the controller node and
the item node will display the information on controller and the information on item, respectively.

Note that the consistency of the input data is not assured. If the data is inconsistent, an error will occur at the
CaoOPCUA execution and the inputted data might be deleted from the CaoOPCUA list. Please examine the
data carefully before you input it with CaoOPCUAConfig.
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4.2.1.1. Engine tab
The engine tab displays the information according to the format specified by Figure 3-2. The information
on engine can be set as you want. A default name is applied to the CaoOPCUA workspace name. For the

default controller name, you can select only from the currently existing controller names.

CaoEngine
Location : [localhost
Fetry Count @ |0 [ Unlirited
Retry Interval (ms) W
LIPnF

Friendly Mame : |

-
Table Type : | J

Default Contraller : |OF‘CUASErver j
% Engine | | Coritroller | :l Item

Figure 4-2 Engine tab

You can set the following elements in the Engine tab.

[Location] — Machine name
Enter the machine name where you want to execute CAO.exe. If it remains empty, Cao.exe will start in

local.

[Retry Count, Unlimited] — Number of retry, Unlimited retries
If the Unlimited check box is selected, CaoOPCUA retries to open CaoController unlimitedly when it

fails. You can also set the desired number of retry by entering the number in the Retry Count text box.

[Retry Interval (ms)]

Enter the time period between the failure and the next retry start by milliseconds.
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[Default Controller]

Unsupported

4.2.1.2. Controller tab

The controller tab displays the information according to the format specified by Figure 4-3.

[v Enabled

Caoontroller

Conkroller Name
Provider Mame
Machine :

Cipkion :

Descripkion :
Sampling Rake
Thread Priarity ;

Time Skamp :

Startup :
Auta Hiskary
Write to Cache

SCrHpk

% Engine |

COPCUAServer

|OPCUASErver

|CaDPrDv.DENSO.RCB

=]

|Server=127.0.0.1

M |

E

| =

| =

[

[

[

[ | Details, . |
i Controller | ) Item,

Figure 4-3 Controller tab

Information on the Controller tab can be set as you want except for the CaoOPCUA Controller name,

because it needs to have unique information within the registered information. To change the CaoOPCUA

Controller name, from the Menu bar, point to “Edit”, and then select “Rename”. For the controller name, a

capital letter and a small letter are not distinguished, and a name composed of figures only is not allowed. In

addition, signs of ¥, $, # are not available.

You can set the following elements in the controller tab.

[Enabled] — Set this controller to Enable/Disable
If this checkbox is selected, this controller is enabled. If this check box is not selected, this controller is
not activated at the CaoOPCUA startup.
[CaoOPCUA Controller name]
Specify the CaoOPCUA controller name.
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[Controller Name, Provider Name, Machine, Option]
— Controller name, Provider name, Machine name, Option

These parameters are transferred at the AddController execution. Entered values are directly used.

[Description] — Detailed information
Unsupported

4.2.1.3. Item tab
The item tab displays the information shown in Figure 4-4. Same as the controller tab, the item name cannot be
changed. To change the item name, from the Menu bar, point to “Edit”, and then select “Rename”. For the item

name, a capital letter and a small letter are not distinguished, and a name composed of figures only is not

allowed. In addition, signs of ¥, $, # are not available.

v Enabled @DCURRENT_ANGLE
-
=
Wariable Name : [ @CURRENT _AMGLE
Cption ; |
Class : |Robat Class -

Object Mame |l

Descripkion @ |

Attribute :  |Read Only =l
Link to Ttem : |

Intialize : [ |

Force to change : |
auto Histary @ [V
onchange event ;| Details...
@; Engine l |2 Contraller l |_[1tem
RZE @CURRENT _AMGLI 1 1

Figure 4-4 Item tab

You can set the following elements in the Item tab.

[Enabled] — Switch the item between Enable and Disable
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If this checkbox is selected, this item is enabled. If this check box is not selected, this item is not sampled.

[Item name] — Name

Specify the item name. This item name is used as an ItemID.

[Variable Name] — Variable name
Specify a variable object name of CAO. A capital letter and a small letter are distinguished. This variable

name is used when CaoVariable object is obtained. (ICaoController::GetVariable)

[Option] — Option
Specify options that you want to add at the CaoVariable object creation. This option is used when

CaoVariable object is obtained. (ICaoController::GetVariable)

[Class] — Class
Select the type of the variable class. This class is used when CaoVariable object is obtained.
(ICaoController::GetVariable)

[Attribute] — Attribute

Set the attribute of the item

If an item handles array elements, the item determines the number of array element based on the actual
value obtained by devices.

Therefore, if item’s attribute is set to “Write”, the item will not be able to obtain values. As a result, the
item will be handled as a single item instead of an array-type.

If there is a need of writing the array type item’s value, set the attribute to “Read/Write”.

[Initialize] — Setting for value initializations
Set an initial value for each item. This is not necessary for the real device in most cases, however it might
be practical when the controller equips DataStore provider. This setting is available for the item which

attribute is “writable” when CaoVariable object is obtained. (ICaoController::GetVariable)

[Description] — Detailed information
Unsupported
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[Item Details] — Detail settings for items

B item Details [OPCUAServer - @CURRENT ANGLE] [__g}
Drata Filkering Allowed Value
Deadband : [ | - Min-Max-Step @ | | -
Min-Max [ | - List : |
Chattering : [ li Default Value : |
Enable YT_EMPTY : [
Draka Conversion Misc.
Masking : | | Data Type @ |VT_R8 ﬂ
Bco: [ BLOE: 0
Calculation : | J | EU Unit @ |
|(NOP) ﬂ | Cormpare Arrays r
Request Tvpe (R) @ | | J Extract Linking : r
Request Type (W) [ | J Linked Property : | J

Figure 4-5 Item Details setting dialog

[Min - Max] —Low EU, High EU setting
Unsupported
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[Data Type] — Data type

Set the native data type (Canonical Data Type) of items. Table 4-1 lists available data types.

Table 4-1 Available data types for items

Data type Size (byte) | Description

VT_BOOL 2 -1:True, 0:False

VT Il 1 Signed integer

VT_UIl 1 Unsigned integer

VT_I2 2 Single-precision (16-bit) signed integer

VT_UI2 2 Single-precision (16-bit) unsigned integer

VT_I4 4 Double-precision (32-bit) signed integer

VT _Ul4 4 Double-precision (32-bit) unsigned integer

VT_R4 4 Single-precision (32-bit) floating-point

VT _R8 8 Double-precision (64-bit) floating-point

VT_CY 8 Currency type
A fixed-point number with four digits to the right of the
decimal point. It is stored in an eight-byte signed integer
scaled by 10,000.

VT_BSTR variable Character string
Unicode character and null terminator

VT_DATE 8 Same as VT_R8. Aggregate days from 1899/12/30.

VT _VARIANT | variable VARIANT type

[BLOB] - BLOB size, BLOB setting

Unsupported

[EU Unit] — EU unit setting

Unsupported
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4.2.2. Menu
The basic operations of CaoOPCUAConfig are available from the Menu bar. Some menus can be selected

by right-click the tree view; these functions are the same as that of selected from the menu bar.

4.2.2.1. File menu
Execute saving, loading and other processing for the created data.
Extension is different depending on the operation.
For “Open”, “Save” and “SaveAs...”, use “csq”.
For “Import” and “Export”, use “csx”.

For import and export from and to a CSV file, use “csv”.

[New]

Create a new csq file

[Open]
Read setting information from the specified csq file®

When the reading is canceled, the reading result is not reflected.

[Save]
Write the current setting over the csq file

[Save As...]

Save the current setting in the csq file.

[Import...]
From the csx file, add a node to the currently selected node.

[Export...]
Output the currently selected node to the csx file.

[Import from CSV file]
From the csv file, add a node to the currently selected node.

[Export to CSV file]
Output the currently selected node to the csv file.

% If your computer is Win9x/Me, note that the data loss might occur because the OS has restriction against the file reading of 64K or larger file
size.

ORIiN Forum DENSO WAVE Inc.



CaoOPCUA (OPC UA Server) User’s guide -37-

[Exit]
Exit CaoOPCUAConfig program.

4.2.2.2. Edit menu

Execute editing, such as adding and deleting of items.

[Add Controller]
Add a controller that you want to read from the CaoOPCUA. The same controller name as the existing

controller cannot be added. Note that the capital letter and the small letter are not distinguished. Once a valid

name is entered, it will be added to the tree. The detailed information is selected from the tab on the right of
the window.

[Add Item]
Add an item to the currently selected node of the tree view. The same item name as the item name that

exists in the selected controller cannot be added. Note that the capital letter and the small letter are not

distinguished. Once a valid name is entered, it will be added to the tree. The detailed information is selected
from the tab on the right of the window.

[Rename]
Rename the controller/item that is currently selected from the tree view. Already registered controller/item

name cannot be changed. Note that the capital letter and the small letter are not distinguished

[Delete]
Delete the node selected from the tree view. When a controller is deleted, all items registered in the
controller are recurrently deleted. Or, you can do the same process by pressing the Delete key on the

keyboard while the item is selected on the tree

[Copy]
Copy the selected node from the tree view. If the controller is copied, registered items are copied as well.

Note that the trigger information is not copied. “Paste” will add a clone of the copied information to the

node.

[Paste]
Paste the copied information to the node with a new name.

[Sort]
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Sort the node of the selected level by ascending order.

4.2.2.3. Action menu
Action menu provides the CaoOPCUA .exe-related settings, such as language, log, security and others.
Setting will be stored in the INI file.

[Option]
Display the CaoOPCUA option setting dialog

[General]

The General tab includes the process priority setting and the language setting.

KL Settings

Process Prioriky |Nu:urma| j

Locale 10 ; | 1024 J

(o4 | Cancel |

Figure 4-6 CaoOPCUA environment setting (General)

[Process Priority]
Set the process priority of CaoOPCUA. The order of the priority is as follows.

Real time > High > Normal > Idle
[Locale ID]
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Set the language 1D to be used.

[Log]
The Log tab includes CaoOPCUA log output-related settings.

KL Settings E
General |_Log ]| ap1| rac| opcua |
Log Type ! |Event Yiewer -
File: Marne : | J
Log Level : |INFO j
[ MOT repeat the samme errar
-
(o4 | Cancel |
Figure 4-7 CaoOPCUA environment settings (Log)
[Log Type]
Select the output type of log of CaoOPCUA .exe.
Table 4-2 lists available log type for output.
Table 4-2 Log type
Output to Description
Console Output to the console
Message box Output to the message box (When the service is running)
Event viewer Output to the event viewer (When the service is running)
Debug viewer Output debug
Text file Output to the specified text file.
[File Name]
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Set the file path to output the log which file type is Text file.

[Log Level]
Set the log output level. The following five log levels are available. “FATAL” is the highest severity level
whereas “DEBUG” is the lowest severity level. The default setting is “INFO”.

FATAL > ERROR > WARN > INFO > DEBUG

[NOT repeat the same error]
Inhibit recurring same error output. If this checkbox is selected, the error message caused by the

repeatedly occurring error is issued only once.

[API]
No items are available

[RAC]
No items are available

[OPC UA]
The OPC UA tab includes the port number, logon and PKI settings of CaoOPCUA.

X

KL sSettings
General | Log| aP1| Rac OPCUA |

Port Mumber | 4390 il

RL : ||:||:u:.t|:|:|:,l',l'RC-SG'\"ELI'I.l'l491XB:4E€9EI,I'CaDOF‘CLI.ﬁ.

Logon setking
[v Enable Anonymous logon

[v Enable Username/Password logon

sername |DF‘CLI.'5.LIser

Password ; |*********

PEI

Rebuilding |
| o4 I Cancel |
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Figure 4-8 CaoOPCUA environment settings (OPC UA)

[Port Number]
Specify the port number that CaoOPCUA server uses. Note that the port number used by other application

cannot be used.

[URL]
This URL is automatically created based on the specified port number and the computer name.

[Logon setting]
This pane provides you to set Logon-related settings

[Enable Anonymous Logon]
Set whether the anonymous logon is allowed or not. If this checkbox is not selected, anonymous logon is

not allowed.

[Enable Username /Password logon]
Set whether the logon with the username and password is allowed or not. If this checkbox is not selected,

logon with the username and password is not allowed.

[Username]
Enter the username that is used for the Username/Password logon. Note that the username textbox is

activated only when the Enable Username/Password logon checkbox is selected.

[Password]
Enter the password that is used for the Username/Password logon. Note that the Password textbox is
activated only when the Enable Username/Password logon checkbox is selected. Entered password will be

displayed by “*”.

[PKI]
PKI-related setting (PKI = Public Key Infrastructure)

[PKI Rebuilding]
Create a setting destination folder and file necessary for the PKI storage. The newly created path will be

determined by the following rule.
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(@ The path specified by environment variable “CAOOPCUA®", if it exists.
@ If Mis not exist, the path of a special folder “CSIDL_COMMON_APP_DATA” + “¥OPCUA”.

[Update]
Create folders and files required for the PKI (Public Key Infrastructure) in the specified path. Pressing

this will update the PKI Settings destination on the server.
4.2.2.4. Help menu
Helps and the license registration menus are stored.

[Version information]

This displays version information.

* Environmental variables registered in RC8
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4.3. INI file component information
The following shows the INI file components that are set by CaoOPCUAConfig.
In CaoOPCUAConfig, items written in bold type can be changed.

INI file name: CaoOPCUA.ini
[1: Section Name

<>:Key Name

[System]

---<ProcessPriority> DWORD CaoOPCUA Process priority

---<LCID> DWORD Locale ID

[Log] _

---<LogType> DWORD Log type setting

---<FileName> String Path name when the log type is File

---<LogLevel> DOWRD Log level setting

---<NotRepeatError> DWORD Error log repeat setting

[Server]

---<ServerPort> DWORD Port number of OPC UA server

---<AutoStart> DWORD Enable/Disable switch of OPC UA server

[Logon]

---<AnonymousLogon> DWORD Enable/Disable switch of anonymous user logon to OPC UA server

---<UserLogon> DOWRD Username of OPC UA server|Enable/Disable switch of password logon
Enable/Disable switch

---<UserName> String Username of OPC UA server

---<UserPassword> String Password of OPC UA serve

[Path]

---<CSQPath> String Path name of csq file
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5. OPC UA provider

5.1. Overview

This chapter briefly explains “CAO provider for OPC UA Connection (hereafter, OPCUA provider)”, which
establishes a connection with PLC (Programmable Logic Controller) through the OPC UA (OLE for Process
Control Unified Architecture) server. For details about OPCUA provider, refer to . OPC UA Provider User’s
Guide.

With this provider, CAO-compatible tools can access a PLC and a display where OPCUA server is equipped,

as well as a robot.
This OPCUA provider allows an Item that is obtained by the OPCUA server to refer to CaoVariable object

for the value.

Cao
Client

PLC CAO
Engine

[ orcuAsEn 1

CaoOPCUA
OPC UA Provider Provider
Provider A B
ll OPC UA
Server
| 1

ll OPC UA
Client

T:—“..J \1 .
- Dg =
g =

Robot Machining Tool

Figure 5-1 CAO Provider for OPC UA connection
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5.2. Method and Property
5.2.1. CaoWorkspace::AddController method
The following shows AddController method for CaoWorkspace class of the CAO.

AddController
(

“<Controller name>", /I Controller name

“CaoProv.OPCUA”, /I Provider name, Fixed.

“<Machine name>", /l Machine name that the provider runs.
“<Option>" /I Option character string (OPC UA option)

In this example, <Provider name> is fixed, <Machine name> means other provider.
For about the format of <Option>, refer to the OPC UA Provider User’s Guide.

The following show the sample code.

AddController

(
“OPCUAServer”,

“CaoProv.OPCUA”, /I Provider name is fixed
) /I Start with localhost
“Server=opc.tcp://10.6.235.64:4890/CaoOPCUA, AccessPath=OPCUA.CAO/OPCUAServer, Security=0:0"

5.2.2. CaoController::AddVariable method
The following shows the CaoController::AddVariable method of CAO.

CaoController:: AddVariable

“<Variable name>”, /I ltem ID.
“<Option>" /I Optional character string (OPC UA option)

)

To use OPC UA provider, set the argument as shown below.
<Variable name> ::=<Item ID>
<Option> ::=[[AccessPath=<Access path>]]
For about the format of <Option>, refer to OPC UA Provider User’s Guide.

The following shows the sample code.

AddVariable

“@CURREN_ANGLE”, [l Ttem ID os "@CURRENT_ANGLE

[332]
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Appendix A. CaoOPCUA server using RC8

CaoOPCUA is incorporated in DENSO RC8 robot controllers. To use this service, you need to purchase
OPCUA server license for RC8. You need to purchase one license for every RC8 robot controller.
The following shows procedures for CaoOPCUA server setup with RC8.
Appendix A.1. CaoOPCUA server startup
This section describes how to run the CaoOPCUA server from the RC8.
1. License registration
1-1. Start the teach pendant, and then select [F6: Setting]-[F8: Option]-[F1: Extension]
1-2. Press [F5: Add], and then enter the license key consisted of 24 figures.

1-3. Confirm that the OPCUA server function is enabled, as shown in Figure A-1.

' b EMG PRTCT : 1 9
ﬁ 10 u ' / AUTOEN | DSW va0s0Ad A s, I

Option manager

Status Time limit Func
Dizsabled b-CAP Slave
Disabled Conveyor Tracking
Dizsabled BAUMER YeriSens
Dizabled Force Sensor Compliance Control
Enabled | OPC UA Server

Licensekey: S
Status:The license is normal. (License without expiration date)

Figure A - 1 License key registration
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2. Initialize OPCUA server
2-1. Start the teach pendant, and then select [F6: Setting]-[F5: Communication and Token]- [8:O0PCUA
Server]
2-2. Set each parameter as follows.

[Enabled] : ON

[Port No.] : 4890

[Logon] : Anonymous ON, User Name/Password ON
[User name] : Arbitrary name (In this example, OPCUAUSser)
[Password] :Arbitrary

For details, refer to CaoOPCUA server setting.

v * ® / °° ST YS05043 Joirt WO T D 1%
MIN Lo | ¥ A0 EH 1) T

OPC-UA server Status

on [

4390
Anonymous Uszer namefPassword]

OPCUALIser

FEEEREHHT

Rebuild

Figure A-2 Save the settings
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2-3. Press [Rebuild] to rebuild security data.

, A \ ", E:Trﬁ EN :.HTE:T V505043 Joint WOTO 1%
MIN 3O L ®ATOEH D SW [

OPC-UA server Status
on [

4390
Anonymous Uszer namefPassword]

OPCUALIser

FEEEREHHT

— —
{ Rebuild )

Figure A-3 Rebuilding security data

3. Creating a public item (creating a csq file)
3-1.  Perform “Controller and Variable setting”.
For details, refer to “Ca0oOPCUAConfig”.

3-2.  Save the item information to the csq file.
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4. Sending item data to RC8

4-1. Start WINCAPSIII and create a new project by reading data from the RCS8.
For details, refer to “WINCAPSIII GUIDE”.

4-2. Copy a “CaoOPCUA.csq” file to “(project name).ExData¥OPCUA¥” which is stored under the
newly created WINCAPSIII project folder. This “CaoOPCUA.csq” file is a file that you have just
created in the previous step “3.Creating a public item”. (In this example, “OPCUA_Trans” is used as
a project name.)

B orcun =i |
File Edit ‘Wiew Favorites Tools Help |','
@Back - ¥_) l_ﬁ‘ /..-\JSearch [l_" Folders EI'

Address (5 :nks and Settings¥RCEMainkainerEMy Documents¥OPCLI.¢\_T6ns¥OPCUA_Trans.ExData¥OPCU."—! V) =1 Go
Folders X Mame - TS 0

= My Music =L File Folder 3
(2} My Pictures T [Casessessicale File: Folder i
& ) OPCUA_Trans : 178 KB C5Q Flle 2
[C3) OPCUA_Trans PR 1 kB Configuration Settings 3
= [C3) OPCUA_Trans,ExDat,
£ CIFx
I EwP
I oPCuA
E] OpenCy
g Iy Compuber [ |
<] 3 [<] >
Figure A-4. Copy the CaoOPCUA .csq file
4-3.  From the top menu of WINCAPSIII, click [Connect]-[Transfer data...].
4-4. On the WINCAPSIII(W) pane, click [Others], and then select the [OPCUA] checkbox.

&3 Transfer data ... (=3

WINCAPS I Controller
Local data "OPCUA_Trans' Send -> D@ Controller '10.6.235.64"

Df'é] Program Df'é] Program
D&B‘ Variable <- Receive D&B‘ Variable
&l Tool / Work / Area / Path sl Tool / Work / Area / Path
D Parameter -D--;] Log
Bgﬁ Other D Parameter

: D?ﬁ Static data Dgﬁ Other

ez

194

setting
Log setting
ORIN Forum
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Figure A-5. Data transfer

4-5.  Click [Send].

& Transfer data ...

WINCAPS I

Local data "OPCUA_Trans'
D@ Program
Dﬁ Variable
w1 Tool / Work / Area / Path
D Parameter
B?ﬁ Other

D?ﬁ Static data

194 VIS data

kT

e ]

<- Receive

Cancel

Wariable
setting

Log setting

i

Controller

'D@ Controller '10,6.235.64"
D@ Program

Dﬁ Variable

1 Tool / Work / Area / Path
Ds] Log

D Parameter

D? ﬁ Other

Figure A-6. Sending data
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5. Startup of OPCUA server
5-1. Start the teach pendant. From the top menu, [F6:Setting]-[F5:Communication and Token]-[8:
OPCUA serverl].
5-2. Press [Start].

, A \ ", E:Trﬁ EN :.HTE:T V505043 Joint WOTO 1%
MIN 3O L ®ATOEH D SW [

OPC-UA server Status
on [

4390
Anonymous Uszer namefPassword]

OPCUALIser

FEEEREHHT

Rebuild

Figure A-7 Starting OPCUA server
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5-3. Confirm that the [Running] is displayed in the [Status] area.

1%

v * Qo 505043 Joint W T 0
MIN 1O . ALTO EN S [

OPC-UA server SEMENC  Running |

on [

4890

Anonymous Uszer namefPassword]

OPCUALIser

FEEEREHHT

SHIFT Start Stop Rehuild Save

Figure A-8 OPCUA server running status
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Appendix A.2. Editing CaoOPCUA server items
To edit RC8 item data, perform the following procedures.
1. Receiving item data

1-1. Start WINCAPSIII and create a new project by reading data from the RC8.
For details, refer to “WINCAPSIII GUIDE”.

1-2.  From the top menu of WINCAPSIII, click [Connect]-[Transfer data...].

1-3.  On the Controller(C) pane, click [Others], and then select the [OPCUA] checkbox.

2B Transfer data ...
WINCAPS I Controller
I:_‘@ Local data "OPCUA_Trans' Send -= Controller '10.6.235.64"
Df'é] Program Df'é] Program
Dgﬁ' Variable Dgﬁ' Variable
Dgﬁ' Tool / Work / Area / Path Dgﬁ' Tool / Work / Area / Path
g% Parameter 4] Log

Dgﬁ Other

Wariable
setting

Log setting

i

D Parameter
Bgﬁ Other
D?ﬁ Static data
198 IS data
[C19} Cepncv
[l 0

o

Figure A-9 Data transfer
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1-4. Click [Receive].

1-5.

D Parameter
D?ﬁ Other

&l Tool / Work / Area / Path

&3 Transfer data ... (=3
WINCAPS I Controller
D@ Local data "OPCUA_Trans' Send -= Controller '10.6.235.64"
D@] Program D@] Program
Dﬁ Variable

5l Variable

Cancel

D -;] Log
D Parameter
B?ﬁ Other

-[CI9h VIS data
D?ﬁ QepnCV
LOI9% Eve

i

Wariable
setting

Log setting

i

w{ i@ Tool / Work / Area / Path

D?ﬁ Static data

Figure A-10 Receiving data

Received data will be stored in “project name.ExData¥OPCUA¥” which is under the created

WINCAPSIII project folder. (In this example, “OPCUA_Trans” is used as a project name.)

@ Onthe VRCAdmin tab, select [8:CaoOPCUA Service] checkbox.

8% orcua =
File Edit ‘Wiew Favorites Tools Help l';'
- ) @ = -
@ Back. </ lﬁ: 7 Search [1 Folders
address |[£5) ints and Settings¥RCEMainksiner¥iy Documents¥oPC T ans¥0PCUA_Trans. ExData¥opcUid I'—> [et]
Folders X Namg Ske | Type 0
= My Music e File Folder E:
i@ My Pictures ) UserCertificates File Folder f
= I OPCUA_Trans Cao0PCUcsq 178K C5QFile 3
[C3) OPCUA_Trans _'}CaDOPCUF\.ini 1 KB Configuration Settings 3
= [C3) OPCUA_Trans,ExDat,
£ CIFx =
I EwP
I oPCuA
I Opency
.t; Iy Compuber w
==
<] I | ] [<] I E

Figure A-11 Received data
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2. Editing Item data

2-1. Start CaoOPCUAConfig, and then open CaoOPCUA.csq file which have been received in A.2.1.

2-2. Edit items. For about the way of editing, see 3.1.3 Controller and Variable Setting, Step (5) .
For more details, refer to “Ca0OPCUAConfig”.

2-3.  Overwrite Ca0OPCUA .csq.

3. Sending Item data

3-1. Send items. For about the way of sending, see .

Appendix A.3. Secure connection with CaoOPCUA server

To establish secure connection with CaoOPCUA server, you need to transfer a certificate file where each
OPCUA client has and a user certificate, which is an optional item, to RC8 with WINCAPSIII.

1. Prepare a client application’s certificate file

For detailed information, refer to each client application’s manual.

2. Receive data.

Create a new WINCAPSIII project, and then receive data. For detailed information, refer to 1.

3. Copy a client application’s certificate file
Copy a client application’s certificate file to “project name. ExData¥OPCUA¥PK I¥store¥certs¥” which is
under the created WINCAPSIII project folder.

4. Copy a user certificate file.
Copy a user certificate file to “project name. ExData¥OPCUA¥UserCertificate¥certs¥” which is under the
created WINCAPSIII project folder.
For detailed information, refer to 3.3.3.3.1.
Note: This operation is not required when you logon with “Anonymous account” or “User name and
Password”.

5. Send data.

Send data. For the way of sending data, refer to 4-3.

6. Establish secure connection

For detailed information, refer to 3.3.2.
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