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1. Introduction 

This is the CAO-provider's User's Guide for sending and receiving data to and from the Siemens 

MindSphere's MindConnect. 

The CAO provider (CaoProvSiemensMindConect.dll) covered in this book is called the MindConnect 

provider. 

Section 2 provides an overview of MindConnect provider and more information on variables. Section 3 lists 

information required for using the MindConnect provider, such as how to create registered information files 

used by the MindConnect provider.  

 

MindConnect providers use MindConnectLibrary 3. 1 for communications. 

Please refer to the following website for MindConnect Library 3. 1. 

  

 

Related site link 

https://support.industry.siemens.com/cs/document/109755348/mindconnect-library-3-1-for-mindsphere-3-0-

?dti=0&lc=en-WW 

 

License of MindConnect Library 3.1 

 

Information on use of software made of the other companies 

 

The component of software made of the other companies described in this book is included in this product, 

the solution or service (henceforth "This product. "). The corresponding component indicates the software 

component of the similar license (henceforth "OSS") decided by open source software or SIEMENS that 

obtains the use permission under the license authorized by Open Source Initiative(www.opensource.org) and 

the business or the freeware. Additionally intended for this product, the component of OSS is assumed to be 

the one that the applied OSS license condition gives priority to any contract terms. 

This..product..part..for..royalty..free..offer..free of charge..use. 

 

SIEMENS must combine OSS components that obtained the use permission in the under as shown in the 

definition of a specific component of this product and the applied license since version 2 of GNU LGPL or 

relate it.   If the standard of the LGPL use permission to relate is filled when the use of the objectfile 

accompanied besides is not limited (On the other hand, related LGPL use permission ending module and 

component .."LGPL use permission module".. are said, "Product ..the combination.." hereafter whether the 

LGPL use permission modules are combined), the right of the following addition is applied. (i) The 

combination product can be changed for personal use (It is not the one limited to it though the right to change 

https://support.industry.siemens.com/cs/document/109755348/mindconnect-library-3-1-for-mindsphere-3-0-?dti=0&lc=en-WW
https://support.industry.siemens.com/cs/document/109755348/mindconnect-library-3-1-for-mindsphere-3-0-?dti=0&lc=en-WW
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the combination product to relate the version that the LGPL use permission module changed again is 

contained), and reverse engineering can be done to the (ii) combination product (However, only the debugging 

of the change :). The right to distribute the corresponding change is not included in the right concerning the 

change. Moreover, the contractor is assumed to be the one maintained with the utmost privacy for any 

information caused from reverse engineering of such a combination product.  

 

Guarantee concerning further use for open source software 

 

The guarantee obligation of SIEMENS has been described to the contract of the contractor and SIEMENS. 

Offer neither guarantee nor a technical support to this product or any OSS component in SIEMENS when 

changing by the methods other than SIEMENS's specifying this product or using it. Exemption matters applied 

among a contractor and individual licensers might be included in the license condition of the description as 

follows. To avoid misunderstanding, any guarantee obligation to restrain the representative or the other 

companies doesn't carry the licenser of the other companies in SIEMENS.  

 

MindConnect providers use openssl 1.0.2k for communications. 

For openssl 1.0.2k, refer to the following sites. 

 

Related site link 

https://github.com/openssl/openssl/blob/master/LICENSE 

 

License of openssl 1.0.2k 

 

                                 Apache License 

                           Version 2.0, January 2004 

                        https://www.apache.org/licenses/ 

 

   TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION 

 

   1. Definitions. 

 

      "License" shall mean the terms and conditions for use, reproduction, 

      and distribution as defined by Sections 1 through 9 of this document. 

 

      "Licensor" shall mean the copyright owner or entity authorized by 

      the copyright owner that is granting the License. 

 

https://github.com/openssl/openssl/blob/master/LICENSE
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      "Legal Entity" shall mean the union of the acting entity and all 

      other entities that control, are controlled by, or are under common 

      control with that entity. For the purposes of this definition, 

      "control" means (i) the power, direct or indirect, to cause the 

      direction or management of such entity, whether by contract or 

      otherwise, or (ii) ownership of fifty percent (50%) or more of the 

      outstanding shares, or (iii) beneficial ownership of such entity. 

 

      "You" (or "Your") shall mean an individual or Legal Entity 

      exercising permissions granted by this License. 

 

      "Source" form shall mean the preferred form for making modifications, 

      including but not limited to software source code, documentation 

      source, and configuration files. 

 

      "Object" form shall mean any form resulting from mechanical 

      transformation or translation of a Source form, including but 

      not limited to compiled object code, generated documentation, 

      and conversions to other media types. 

 

      "Work" shall mean the work of authorship, whether in Source or 

      Object form, made available under the License, as indicated by a 

      copyright notice that is included in or attached to the work 

      (an example is provided in the Appendix below). 

 

      "Derivative Works" shall mean any work, whether in Source or Object 

      form, that is based on (or derived from) the Work and for which the 

      editorial revisions, annotations, elaborations, or other modifications 

      represent, as a whole, an original work of authorship. For the purposes 

      of this License, Derivative Works shall not include works that remain 

      separable from, or merely link (or bind by name) to the interfaces of, 

      the Work and Derivative Works thereof. 

 

      "Contribution" shall mean any work of authorship, including 

      the original version of the Work and any modifications or additions 

      to that Work or Derivative Works thereof, that is intentionally 

      submitted to Licensor for inclusion in the Work by the copyright owner 
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      or by an individual or Legal Entity authorized to submit on behalf of 

      the copyright owner. For the purposes of this definition, "submitted" 

      means any form of electronic, verbal, or written communication sent 

      to the Licensor or its representatives, including but not limited to 

      communication on electronic mailing lists, source code control systems, 

      and issue tracking systems that are managed by, or on behalf of, the 

      Licensor for the purpose of discussing and improving the Work, but 

      excluding communication that is conspicuously marked or otherwise 

      designated in writing by the copyright owner as "Not a Contribution." 

 

      "Contributor" shall mean Licensor and any individual or Legal Entity 

      on behalf of whom a Contribution has been received by Licensor and 

      subsequently incorporated within the Work. 

 

   2. Grant of Copyright License. Subject to the terms and conditions of 

      this License, each Contributor hereby grants to You a perpetual, 

      worldwide, non-exclusive, no-charge, royalty-free, irrevocable 

      copyright license to reproduce, prepare Derivative Works of, 

      publicly display, publicly perform, sublicense, and distribute the 

      Work and such Derivative Works in Source or Object form. 

 

   3. Grant of Patent License. Subject to the terms and conditions of 

      this License, each Contributor hereby grants to You a perpetual, 

      worldwide, non-exclusive, no-charge, royalty-free, irrevocable 

      (except as stated in this section) patent license to make, have made, 

      use, offer to sell, sell, import, and otherwise transfer the Work, 

      where such license applies only to those patent claims licensable 

      by such Contributor that are necessarily infringed by their 

      Contribution(s) alone or by combination of their Contribution(s) 

      with the Work to which such Contribution(s) was submitted. If You 

      institute patent litigation against any entity (including a 

      cross-claim or counterclaim in a lawsuit) alleging that the Work 

      or a Contribution incorporated within the Work constitutes direct 

      or contributory patent infringement, then any patent licenses 

      granted to You under this License for that Work shall terminate 

      as of the date such litigation is filed. 
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   4. Redistribution. You may reproduce and distribute copies of the 

      Work or Derivative Works thereof in any medium, with or without 

      modifications, and in Source or Object form, provided that You 

      meet the following conditions: 

 

      (a) You must give any other recipients of the Work or 

          Derivative Works a copy of this License; and 

 

      (b) You must cause any modified files to carry prominent notices 

          stating that You changed the files; and 

 

      (c) You must retain, in the Source form of any Derivative Works 

          that You distribute, all copyright, patent, trademark, and 

          attribution notices from the Source form of the Work, 

          excluding those notices that do not pertain to any part of 

          the Derivative Works; and 

 

      (d) If the Work includes a "NOTICE" text file as part of its 

          distribution, then any Derivative Works that You distribute must 

          include a readable copy of the attribution notices contained 

          within such NOTICE file, excluding those notices that do not 

          pertain to any part of the Derivative Works, in at least one 

          of the following places: within a NOTICE text file distributed 

          as part of the Derivative Works; within the Source form or 

          documentation, if provided along with the Derivative Works; or, 

          within a display generated by the Derivative Works, if and 

          wherever such third-party notices normally appear. The contents 

          of the NOTICE file are for informational purposes only and 

          do not modify the License. You may add Your own attribution 

          notices within Derivative Works that You distribute, alongside 

          or as an addendum to the NOTICE text from the Work, provided 

          that such additional attribution notices cannot be construed 

          as modifying the License. 

 

      You may add Your own copyright statement to Your modifications and 

      may provide additional or different license terms and conditions 

      for use, reproduction, or distribution of Your modifications, or 
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      for any such Derivative Works as a whole, provided Your use, 

      reproduction, and distribution of the Work otherwise complies with 

      the conditions stated in this License. 

 

   5. Submission of Contributions. Unless You explicitly state otherwise, 

      any Contribution intentionally submitted for inclusion in the Work 

      by You to the Licensor shall be under the terms and conditions of 

      this License, without any additional terms or conditions. 

      Notwithstanding the above, nothing herein shall supersede or modify 

      the terms of any separate license agreement you may have executed 

      with Licensor regarding such Contributions. 

 

   6. Trademarks. This License does not grant permission to use the trade 

      names, trademarks, service marks, or product names of the Licensor, 

      except as required for reasonable and customary use in describing the 

      origin of the Work and reproducing the content of the NOTICE file. 

 

   7. Disclaimer of Warranty. Unless required by applicable law or 

      agreed to in writing, Licensor provides the Work (and each 

      Contributor provides its Contributions) on an "AS IS" BASIS, 

      WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or 

      implied, including, without limitation, any warranties or conditions 

      of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A 

      PARTICULAR PURPOSE. You are solely responsible for determining the 

      appropriateness of using or redistributing the Work and assume any 

      risks associated with Your exercise of permissions under this License. 

 

   8. Limitation of Liability. In no event and under no legal theory, 

      whether in tort (including negligence), contract, or otherwise, 

      unless required by applicable law (such as deliberate and grossly 

      negligent acts) or agreed to in writing, shall any Contributor be 

      liable to You for damages, including any direct, indirect, special, 

      incidental, or consequential damages of any character arising as a 

      result of this License or out of the use or inability to use the 

      Work (including but not limited to damages for loss of goodwill, 

      work stoppage, computer failure or malfunction, or any and all 

      other commercial damages or losses), even if such Contributor 
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      has been advised of the possibility of such damages. 

 

   9. Accepting Warranty or Additional Liability. While redistributing 

      the Work or Derivative Works thereof, You may choose to offer, 

      and charge a fee for, acceptance of support, warranty, indemnity, 

      or other liability obligations and/or rights consistent with this 

      License. However, in accepting such obligations, You may act only 

      on Your own behalf and on Your sole responsibility, not on behalf 

      of any other Contributor, and only if You agree to indemnify, 

      defend, and hold each Contributor harmless for any liability 

      incurred by, or claims asserted against, such Contributor by reason 

      of your accepting any such warranty or additional liability. 

 

END OF TERMS AND CONDITIONS 

 

 

MindConnect providers use curl-7.52.1 for communications. 

For curl-7.52.1, refer to the following sites. 

 

Related site link 

https://curl.haxx.se/docs/copyright.html 

 

[License of curl-7.52.1] 

 

COPYRIGHT AND PERMISSION NOTICE 

 

Copyright (c) 1996 - 2019, Daniel Stenberg, daniel@haxx.se, and many contributors, see the THANKS file. 

 

All rights reserved. 

 

Permission to use, copy, modify, and distribute this software for any purpose with or without fee is hereby 

granted, provided that the above copyright notice and this permission notice appear in all copies. 

 

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR 

IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, 

FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OF THIRD PARTY RIGHTS. IN 

NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, 

https://curl.haxx.se/docs/copyright.html
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DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR 

OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE 

OR OTHER DEALINGS IN THE SOFTWARE. 

 

Except as contained in this notice, the name of a copyright holder shall not be used in advertising or 

otherwise to promote the sale, use or other dealings in this Software without prior written authorization of the 

copyright holder. 
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2. Outline of provider 

2.1. Outline 

The MindConnect provider is a CAO-provider that uses MindConnectLibrary 3. 1 to communicate 

bi-directionally with the MindSphere's MindConnect. The file format is DLL (Dynamic Link Library), which 

is dynamically loaded from the CAO-engine during use. 

To use MindConnect providers, you must install the ORiN2SDK or manually register the registry by 

referring to the table below. 

 

Table2-1MindConnect provider 

File name CaoProvSIEMENSMindConnect.dll 

ProgID CaoProv.SIEMENS.MindConnect 

Registry registration regsvr32 CaoProv.SIEMENS. MindConnect.dll 

Blotting out of registry 

registration 

regsvr32 /uCaoProv.SIEMENS. MindConnect.dll 
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2.2. Method property 

2.2.1. CaoWorkspace::AddController method 

The MindConnect provider references the connection parameters for communication at AddController and 

makes a connection with the MindConnect. If the time of the machine using the MindConnect provider differs 

significantly from the actual time, the connection fails. 

 

Format AddController(<bstrCtrlName:BSTR>,<bstrProvName:BSTR>, 

<bstrPCName:BSTR>,<bstrOption:BSTR>)) 

bstrCtrlName : In controller name 

bstrProvName : In provider name. " CaoProv.SIEMENS.MindConnect fixed value =" 

bstrPcName : Execution machine name of in provider 

bstrOption : In optional character string 

 

The list specified for an optional character string is shown as follows.  

Table2-2Optional character string of CaoWorkspace::AddController 

1
Option Explanation 

ConfigCertificate=[< root certificate full path >] Specifies the path for the root certificate. If 

omitted, the root certificate that is available as of 

2018 is set as the default value. 

StorePath=<File preservation passing of 

StorePath> 

Set passing the file to which the registered 

information to connect it with MindSphere 

including RAT information is written. The method 

of making the file4.1Refer to the chapter.  

Proxy=[< host name >:< port number >:< proxy 

type >:< user name >:< user password >:< 

domain>] 

Specify the proxy settings. Depending on the 

environment used, several setting items can be 

omitted. Select the following-1 to-7 for the proxy 

type. (-1:PROXY_UNKNOWN, 

0:PROXY_HTTP, 1:PROXY_HTTP_1_0, 

4:PROXY_SOCKS4, 5:PROXY_SOCKS5, 

6:PROXY_SOCKS4A, 

7:PROXY_SOCKS5_HOSTNAME) 

UserAgent=[< useragent >] Set the parameter used for the header of the HTTP 

request. "custom agent" is set as a value of default 

when omitting it.  

                                                        
1 角括弧(“[ ]”)内は省略可能を示します． 
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BaseUrl=[<BaseUrl>] The reference URLs for connecting to the 

MindSphere. If omitted, the BaseURL available as 

of 2018 is defaulted. 

 

2.2.2. CaoController::AddVariable method 

The AddVariable methods for CaoController classes are the methods by which their respective providers 

create variable objects. Only 2.3.1 variables can be used for variable names.  

 

Format AddVariable(<bstrVariableName:VT_BSTR>[,<bstrOption:VT_BSTR>]) 

 

<bstrVariableName> : In variable identifier 

<bstrOption> : In optional character string 

 

You can specify the synchronization settings for data transmission by using the following optional strings. 

Table2-3Optional character string of CaoController::AddVariable 

Option Meaning 

DataType =< Variable kind > Specify the kind of the variable.  

(MSG: Message, BLOB:BLOB, and default: MSG) 

DataPointID=<DataPintID>:<DataPintID>:

 ... : <DataPintID> 

The setting is required when the DataType is set to 

MSG. Specifies the ID of the data point to which the 

data is to be sent. 

ConfigurationID=<ConfigurationID> The setting is required when the DataType is set to 

MSG. 

FileType=[<FileType>] Settings can be made when BLOB is specified for 

DataType. Specifies the type of file to upload. 

Version=[< Version >] Specifies the service version of the data exchange. You 

do not have the ability to manage the version of the 

uploaded file. 

 

2.2.3. CaoVariable:get_VariableNames property 

Retrieves the variables in section 2.3.1. 

 

2.2.4. CaoVariable:get_Value property 

Gets the information that corresponds to the variable. Refer to chapter  2.3.1 for the implementation status 

of each variable and the acquired data.  
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2.2.5. CaoVariable:put_Value property 

Set the information that corresponds to the variable. Refer to chapter  2.3.1 for the implementation status of 

each variable and the acquired data. Some of the available variables that are connected to the MindSphere 

communicate and may take longer to complete.  

 

2.3. Variable list 

2.3.1. CaoController class 

Table2-4CaoController class user variable list 

Variable identifier Data type Explanation 
Attribute Option 

get put DataType 

* The option: It 

applies to the 

specification of 

DataType.  

The option: It applies to DataType.  - ○  ○  

 

Table2-5CaoController class system variable list 

Variable identifier Data type Explanation 
Attribute 

get put 

@Library_VERSION VT_BSTR Version of MindConnect Library used for 

provider development.  

○  - 

@REGISTRATION_ACCES

S_TOKEN 

VT_BSTR Latest RAT(Registration Access Token) ○ - 
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Table2-6User variable DataType list 

Optional name Data type Explanation 
Attribute 

get put 

MSG VT_BSTR 

|VT_ARRAY 

Send messages to the MindConnect in 

synchronous mode, arranging the values in the 

order corresponding to the DataPointID specified 

by the AddVariable method. 

- ○ 

BLOB VT_BSTR|VT_A

RRAY 

The BLOB data is transmitted to the 

MindConnect in a synchronous mode. 

Store the file information in the following order: 

<Source File Path>[, <Destination File Name>] 

※ The destination file name can be omitted. If the 

destination file name is omitted, it is saved as the 

file name of the source file. 

※ Specifies up to 260 characters. 

※ If there is a file with the same name on the 

cloud, it is not overwritten. 

- ○  
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3. Error code 

MindConnect providers have defined their own error codes. For ORiN2 shared error, see the Error Codes 

section in the ORiN2 Programming Guide. 

The following URLs can be used to check the list of error codes displayed in MindConnectLibrary. 

https://developer.mindsphere.io/resources/mindconnect-lib/doxygen/html/mcl__common_8h.html#acbb62750

4e693369c88e62fe00946674 

In the MindConnectLibrary error code list, ”MCL_OK”,”MCL_FAIL”, ... , “MCL_ERROR_CODE_END” are 

listed from the top, and MindConnect providers assign them to ”80100000”, “80100001”, ... ,” 80100047” in 

order from the top. 

 

Table 3-7  Original error code 

Error name Error number Description 

E_MCL_RATFILE 0x80100100 The registration information file does not exist or 

acquisition fails. Confirm that there is a registration 

information file. And confirm that an option is set 

definitely. 

E_MCL_SEMAPHORE 0x80100103 The exclusive control of the registered information file 

fails. Confirm that other software does not use a 

registration information file. 

E_MCL_USING_RATFILE 0x80100101 The registration information file is in use and cannot 

be updated. Confirm that other software does not use a 

registration information file. 

E_MCL_UPDATA_NUM 0x80100102 The number of data to be updated exceeds 1050. Set 

below 1,050 DataPointIDs. 

 

https://developer.mindsphere.io/resources/mindconnect-lib/doxygen/html/mcl__common_8h.html#acbb627504e693369c88e62fe00946674
https://developer.mindsphere.io/resources/mindconnect-lib/doxygen/html/mcl__common_8h.html#acbb627504e693369c88e62fe00946674
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4. Appendix 

4.1. Method of making registered information file 

MindConnect providers need Agent registrations (client_id, client_secret, registration_access_token, 

registration_client_uri) created on the MindSphere. This chapter describes how to retrieve the registration 

information of the Agent under Offboard and create the registration information files.  

 

 Obtaining IATs from MindSphere's AssetManager 

Issue the OnBoarding key of the BasicAgent from the Asset Manager of the MindSphere to obtain IAT(1). 

Images are for 2018. 

 

 

 Using IAT to Get Registration Information 

Examples of procedures for obtaining registration data using Postman (https://www.getpostman.com/) are 

shown below. User registration is requested when the Postman is started for the first time. Perform user 

registration or close the user registration screen.https://www.getpostman.com/ 

 To the URLs by setting the HTTP request method to POST 

Enter https://gateway.eu1.mindsphere.io/api/agentmanagement/v3/register 

(2)https://gateway.eu1.mindsphere.io/api/agentmanagement/v3/register 

 Select the Authorization tabs and paste the IAT(1) in the OnBoarding key to the Type in the Bearer 

Token,Token (3) 

 Select the Headers tabs and specify a application/json to Content-Type,VALUE (4) 

 Select the Body tabs, select Raw in the form, and type {} in the body (5). 

 When the above setting is completed, press the Send button (6). 

 Confirm that the registered information has been correctly acquired (7)-(10) 

1 

https://www.getpostman.com/
https://www.getpostman.com/
https://gateway.eu1.mindsphere.io/api/agentmanagement/v3/register
https://gateway.eu1.mindsphere.io/api/agentmanagement/v3/register
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 Creating a Registration Information File 

2  

3 

4 

5 

7 

8 

9 

10 

6 



MindConnect provider user's guide  - 20 - 

 

ORiN Consortium DENSO WAVE Inc. 

 

The registration information file is created in the form of a text file (.txt). Enter client_id(7), client_secret(8), 

registration_access_token(9), and registration_client_uri(10) in order from the first line in the text file. At this 

time, the characters in the double quotation are pasted. Be sure to insert a new line at the end of each line. 

 

 

 

4.2. RAT update timing 

MindConnect providers perform KeyRotation (updating RAT) at the following times: 

 When the AddController succeeds 

 The first time the data (or file) is raised on that day. 

 

4.3. Using limit of MindConnect provider 

There are the following limits on using MindConnect provider. 

 The smallest downlink distance depends on the environment such as networks. A recommended value is 

once for ten seconds. 

 The maximum setting possibility number of DataPoint is 1050, but the number that I can use really 

depends on contents and the environment of data to send. 

7 

8 

9 

10 
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